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Abstract

Everything seems to be about the "cloud" these days. The term "cloud" is really nothing more than a
word for describing the Internet. Rather than building a data center and hosting servers internally,
server capacity and data storage space can be bought or leased from third-party data centers on the
Internet - or "in the cloud".

Cloud computing provides an array of benefits for companies of all sizes, but it also introduces
some new and unique challenges when it comes to data protection. Trusting data to be stored in the
cloud requires extra diligence to ensure it is protected and that any applicable compliance
requirements are met.

This white paper will discuss the benefits of data storage in the cloud, as well as some of the caveats
and concerns to be aware of. Finally, we will talk about the need to protect data stored in the cloud
and how you can provide simple, cost-effective solutions for your customers.
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Benefits of Cloud Storage

Storing data locally in a data center has a number of limitations. Storage capacity and redundancy
are limited by the server and drive space available in the data center. Increasing capacity to meet
demand is costly and time-consuming. If demand falls off, the result is wasted capacity sitting idle.

In the event of a hardware failure or power outage in the data center, the data will be unavailable,
and could possibly end up corrupted or permanently damaged. In the event of a catastrophe, any
backup data stored locally could be wiped out along with the production data, which would be
devastating for most companies.

Leveraging cloud data storage addresses these issues and provides a scalable, reliable, cost-
effective storage solution. Benefits vary from vendor to vendor and depend on the service level you
negotiate, but here are some of the primary benefits of storing data in the cloud:

9 Scalability. Cloud computing allows organizations to quickly and easily scale capacity -
either increasing or decreasing available storage space to meet current demands. That
means unexpected spikes in capacity can be addressed without having to over-invest in
hardware that will spend most of the time idle.

1 Redundancy. Cloud storage vendors generally provide multiple sites that are
geographically separate, but with mirrored copies of all data. Hardware failures, power
outages, or natural disasters affecting a site are transparent to customers because the
data will still be accessible from the alternate sites.

1 Hardware Upgrades. Hardware changes so rapidly that the data center investment can
be bordering on obsolescence while it's barely implemented. A third-party vendor
dedicated to providing hosted online storage will invest in hardware and infrastructure
upgrades over time so organizations get the benefit of newer technology without having
to constantly re-invest in new hardware.

1 Load Balancing. Aside from scalability of storage capacity, cloud storage also provides
scalability of bandwidth. Spikes in demand can be met by allocating additional
bandwidth, and demand can also be shared between redundant sites to balance the load
and ensure minimal lag in accessing data.
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91 Disaster Recovery / Business Continuity. Storing data in the cloud also means that it
is being stored offsite. In the event of a catastrophe or natural disaster impacting the
local office, the data itself will still be protected and available online. Business will be
able to continue almost seamlessly from alternate locations, and the data will be
immediately available once normal operations resume at the primary office facility.

9 Cost. Considering the benefits - scalable, redundant storage that also doubles as a
disaster recovery and business continuity solution, the cost of cloud storage is typically
quite reasonable. Consider as well that, by engaging third-party providers to store data
organizations avoid having to hire personnel to manage data storage in-house, along
with the associated salaries and benefits. With the economies of scale offered by a cloud
storage provider, adding additional space is a fraction of the investment that would be
required for new hardware, and the power and cooling necessary to accomplish the
same thing in an internal data center.

It's Still Your Customer's Data

Regardless of where the data is stored, it is still your customer's data. Whether it is stored in a local
data center, or hosted in the cloud, you and your partners have a responsibility to ensure that
sensitive data is protected from unauthorized access and data breaches.

With compliance mandates like SOX (Sarbanes-Oxley), HIPAA (Health Insurance Portability and
Accountability Act), PCI-DSS (Payment Card Industry Data Security Standard), GLBA (Gramm-
Leach-Bliley Act), and more, most organizations fall under at least one these requirements
governing the protection of data.

Personally identifiable information (PII) like employees’ or customers’ Social Security numbers,
birth dates, driver's license numbers, account details, and other similar information is particularly
sensitive. Confidential company details like financial projections, trade secrets, or proprietary
business practices should also be protected from unauthorized access.

Fourth Amendment in the Cloud

It should not come as a surprise to learn that technology and digital data are evolving faster than
the law can adapt. From copyright to privacy law, issues arise on a regular basis where existing
laws and legal precedence simply don’t make sense in the context of electronic media and Internet
communications.

The Fourth Amendment of the Constitution of the United States protects citizens against
unreasonable search and seizure of property. Storing data in the cloud creates some gray area when
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applying those Fourth Amendment rights, though. If a law enforcement agency has probable
justification to investigate the cloud storage provider and seize the servers it owns, what impact
does that have on the Fourth Amendment rights of your customers to not have their data on those
servers seized?

A paper featured in the June 2009 edition of the Minnesota Law Review titled "Defogging the Cloud:
Applying Fourth Amendment Principles to Evolving Privacy Expectations in Cloud Computing”
takes a closer look at the Fourth Amendment implications of data stored in the cloud. In the paper,
University of Minnesota Law School student David A. Couillard, provides a detailed and insightful
analysis of the issues faced when applying the Fourth Amendment on the Internet.

In the paper, Couillard notes:

Hypothetically, if a briefcase is locked with a combination lock, the government could attempt
to guess the combination until the briefcase unlocked; but because the briefcase is opaque,
there is still a reasonable expectation of privacy in the unlocked container. In the context of
virtual containers in the cloud...encryption is not simply a virtual lock and key; it is virtual
opacity.

Basically, the fact that the data is stored in an encrypted state-even when stored on servers
belonging to a third-party-implies an expectation of privacy.

Ultimately, Couillard suggests a legal framework that applies Fourth Amendment rights by treating
data stored on with third-party providers the same as personal possessions kept in storage unit, or
valuables stored in a bank safe deposit box:

[T]he service provider has a copy of the keys to a user’s cloud “storage unit,” much like a
landlord or storage locker owner has keys to a tenant’s space, a bank has the keys to a safe
deposit box, and a postal carrier has the keys to a mailbox. Yet that does not give law
enforcement the authority to use those third parties as a means to enter a private space.

The same rationale should apply to the cloud. In some circumstances, such as search engine
queries, the third party is clearly an interested party to the communication. But when content
data, passwords, or URLs are maintained by a service provider in a relationship more akin to
that of landlord-tenant, such as private Google accounts, any such data that the provider is not
directly interested in should not be understood to be open to search via consent or a waiver of
Fourth Amendment protection.

Couillard's paper is simply a proposal from a law student, and doesn’t represent any existing legal
framework or precedent. However, the arguments seem sound. In the absence of an established
legal precedent that makes sense, ensuring that data is stored in an encrypted state can serve as a
reasonable expectation of privacy and help to ensure your Fourth Amendment rights even in the
cloud.
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Protect Your Customer's Data with Zecurion

As noted in Couillard's paper, and required by various regulatory and legislative mandates,
encrypting sensitive files to prevent unauthorized access is an ideal method of protecting data. Not
only does encryption secure the data against malicious data breaches, but it implies an expectation
that the data is intended to be private.

One of the issues organizations and IT administrators have with encryption, though, is that
encryption solutions are often cumbersome to implement and maintain. IT administrators are
overloaded with responsibilities as it is. They need security tools that simplify rather than
complicate their duties.

Zecurion is a leading global provider of comprehensive security protection of corporate
information from internal threats, emphasizing reliable and transparent backup encryption, server
storage security, email security as well as control of peripheral devices in corporate networks with
clear, easy-to-use administrative interfaces and tools.

Zserver Suite transparently encrypts data in real-time as it is written to storage media - hard drive,
backup tape, CD, or DVD - and decrypts it when the data is read back. This allows the data to always
be stored in an encrypted format ensuring that it is not accessible by unauthorized personnel
and/or a system that does not hold the correct encryption key.

Implemented properly, Zserver Suite can be an effective tool for encrypting sensitive corporate
data stored in the cloud as well.

Using Zserver Suite in the Cloud

Customers that purchase private cloud-based storage with a fixed capacity and dedicated servers
can automatically encrypt and protect data stored in the cloud as if it were part of the local network
environment.

With this approach, each of the cloud-based servers used for processing sensitive data as a part of
the standard environment, and normal daily operations, must have Zserver Suite installed on it. The
Suite comes with Zserver EKMS (Enterprise Key Management Server) to be installed on a separate
server.

The Zserver EKMS stores and manages all encryption keys which are used to encrypt and decrypt
the data by the Zserver Suite software on the cloud-based servers. Each of the cloud-based servers
with Zserver Suite installed must be registered within the Zserver EKMS in order to be able to
connect to the EKMS and load encryption keys from it.
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Once installed, all of the cloud-based servers running Zserver Suite will be able to contact the
Zserver EKMS to automatically load the necessary encryption keys and to open encrypted disks.

Servers that are running Zserver Suite, and that are registered in the EKMS, automatically perform

encryption of the data on specified partitions. In case the server with access to sensitive data needs
to be restarted, it will automatically reconnect to the Zserver EKMS, load the necessary encryption

keys and open the encrypted partitions to people with authorized access to those servers.

Zecurion Zserver Suite server encryption is only available for Windows 2000 SP4, Windows Server
2003 SP1, and Windows Server 2008 platforms. The Zecurion encrypted servers and the Zserver
EKMS must be part of the same Windows domain, or at least within domains with an established
trust relationship.

In the event of a server restart - whether intentional or unpredicted - the Zecurion encrypted server
must be able to connect to the Zserver EKMS to authenticate the encryption keys and resume access
to protected data.

Zecurion also recognizes that one of the primary benefits of cloud-based server and storage
services is the advantage of shared resources - multiple customers leveraging a single server, or
sharing storage capacity. With this in mind, Zecurion has also developed a solution for encrypting
data in the public cloud as well (Figure 1).

Zserver Suite allows encrypting data at the file level prior to transferring it to the cloud, providing

customers a cost-effective option placing encrypted backup files in the cloud without the additional
overhead of dedicated servers and storage.

BACKUP

Cloud

Cloud Backup Intranet

Zserver Suite
Backup Toals

Local Backup

USB External

EKMS Server

Figure 1. Zecurion ensures that backup data is encrypted and protected against unauthorized access.
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Before each scheduled “cloud” backup operation, Zserver Suite retrieves an encryption key from
EKMS server and encrypts the backup files. Once completed, the encrypted backups are moved to
the cloud of the customer’s choice using a backup software program. This effectively allows for
keeping the backups anywhere on the Internet without giving up control over the data to a third
party. The files are brought back from the “cloud” upon demand, where the encryption key is
retrieved from the EKMS server, loaded into Zserver Encryption server’s memory and the data gets
decrypted.

If unauthorized user from other organization using the cloud or the data center employee gets this
file or even if the physical hard drive or storage media are lost or stolen, the Zecurion encryption
will prevent access to all encrypted data. Without the encryption keys, the data is just random
gibberish. This introduces another strong benefit when managing the data life cycle - disposal of
data after the expiration of its retention period. Aside from simply destroying the key, there are no
additional steps are required, such as supervised destruction of the hard drive.

Zecurion “cloud” backup is offered as Software as Service (SaS) turn-key solution. In a recent study
conducted by a customer, Zecurion “cloud” backup was compared with four other secure backup
solutions, including an offering by an appliance vendor. Out of all five, Zecurion’s solution was the
only one to allow the customer maintaining full control over the data throughout the data
management life cycle without disclosing encryption keys to a third party. In addition, the solution
came as most cost-effective, with no additional hardware required and virtually no upfront
investment from the client.

Protect Your Customer's Data in the Cloud Page 9



V
4/, ZECURION

Treats Internal Threats

Summary

Zecurion's solutions are successfully protecting the internal assets and intellectual property for
more than 5,000 companies worldwide. Zgate, Zlock and Zserver® Suite (patent pending) have
been recognized with numerous awards for technology and security protection in United States as
well as internationally. Most recently, Zecurion has been recognized for innovation of its products
and awarded Critical Security Solution mark by Risk and Network (Rant) forum in UK.
(http://www.channelweb.co.uk/crn/news /2261261 /overseas-duo-scoop-help-uk).

Zecurion is led by an executive team experienced in developing security software and deployment
across the enterprise. With over 10-years of experience in developing encryption-based security
solutions, Zecurion allows IT departments to efficiently protect corporate information from internal
threats, as well as from loss or theft of backup storage media.

As organizations realize the operational and financial benefits of cloud computing they will seek out
partners such as you to help transition data storage from internal resources to cloud-based data
storage services. Zecurion offers you an opportunity to work with us to ensure your customer's
data is safe and secure in the cloud. Zecurion Zserver Suite provides an effective, intuitive, and cost-
effective solution for encrypting and protecting sensitive data no matter where it resides.
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